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Conventions: 

In this specification, the following key words (in bold text) will be used:  
shall: indicates a mandatory requirement. Designers shall implement such mandatory 

requirements to ensure interoperability and to claim conformity with this 
specification. 

should: indicates flexibility of choice with a strongly preferred implementation. 
can: indicates flexibility of choice with no implied preference (possibility and 

capability). 
may: indicates a permission. 
highly recommended: indicates that a feature shall be implemented except for well-founded cases. 

Vendor shall document the deviation within the user manual and within the 
manufacturer declaration. 
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0     Introduction 

0.1      General 

The AS-Interface System is designed to be applied mainly to the lowest level of a multi-level 
automation hierarchy. AS-Interface concentrates on the typical requirements for connecting 
binary elements and elements with communication demands of a few bytes with a controlling 
device. Thus, AS-Interface meets the requirements in machinery and plant construction, where 
real-time processing, high reliability, cost-effective design, installation, extension and 
modification, maintenance, and service are essential. 

AS-Interface can be used as an interface integrated into actuators, sensors, or other field 
devices and elements themselves, opening an option for bidirectional communication with 
binary actuators, sensors, or other field devices and elements that require few bytes of data 
exchange. AS-Interface may as well be used in separate input/output modules providing an 
interface for several conventional actuators, sensors or other field devices and elements 
already available on the market (e.g. devices according to IEC 61131-9). 

The AS-Interface concept is independent of the specific type of actuators, sensors, or other 
devices and elements. It defines the mechanisms and all the components for the communication 
with a controlling device and it offers electro-mechanical structures for a standardized "plug 
and play technique" for installing actuators, sensors, or other field devices and elements very 
easily into an AS-Interface network. 

Logically, the AS-Interface system consists of two master-slave communication systems,  
coexisting on the same infrastructure. One system (called „ASi-3“) is specified in IEC 62026-2, 
the other (called „ASi-5“) is specified in the specification ASi-5 by AS-International Association. 
The systems use separate frequency ranges to coexist. 

0.2      Disclaimer 

Due to the constantly changing nature of the security landscape and mounting threats on 
Industrial Automation and Control Systems, the laws, standards and interpretations are 
constantly evolving, and new documents are added as new topics arise. In parallel, a joint 
working group is developing a common view on comparable protocol standards to harmonize 
the industrial view in a broader sense. 

If necessary, new versions of this document will be derived on the base of this new aspects. 

1 Motivation and scope 

Recent emphasis on cybersecurity in the Industrial Automation Systems (IACS) created a need 
to establish a security approach to installing and operating AS-Interface devices, which this 
guide is attempting to address. 

The security discussion is based on IEC 62443, a series of documents that cover multiple 
security aspects of IACS. 

The scope of the document is the AS-Interface system as specified in IEC 62026-2 and the AS-
Interface Specifications provided by AS-International Association.  

AS-Interface systems have in common that the master transmits data, parameters and other 
information to a specific participant. The participant passes the data to the output ports or processes 
the requested procedure (e.g. Reset device) and returns the input data or the result of the processed 
procedure back to the master, respectively. 

Figure 1 shows the components and interfaces used within an AS-Interface installation, the shown 
components are defined in Table 1 and the interfaces are defined in Table 2. 



 

 

 

Figure 1 – Interfaces of within the AS-Interface system 

Table 1 – Components within an AS-Interface system 

Component Explanation 

ASi participant Communication endpoint including the AS-Interface circuitry which determines 
the logical and functional behaviour of the unit and which can be accessed by the 
respective master via the ASi Line for data exchange, parameterisation and 
monitoring. It responds to a specific request from the master and it ensures that a 
malfunction of the attached actuator, sensor or other device or of the participant 
itself shall not disturb the communication between the master and the other 
participants in the network. 

ASi Master Central communication point including the AS-Interface circuitry which 
determines the logical and functional behaviour of the unit which organises and 
monitors the network and schedules the exchange of data, parameters and 
commands with the respective ASi participant via the ASi line. The ASi Master 
sends master requests to the ASi participant and receives responses from it. 

ASi Power Supply Power supply to provide energy to the ASi network and includes the decoupling 
and symmetrising circuitry. 

ASi Earth Fault Detector Insulation Monitoring Device on the ASi Line to detect earth faults. 

ASi Line Cable providing the signalling and DC power connections between the ASi 
components. 

ASi Service Device Auxiliary ASi component that is used to address network participants or read 
diagnostic information. It transmits service device commands to an ASi Master or 
ASi participant. It is connected to the service device interface. 

Table 2 – Interfaces within an AS-Interface system 

Interface Explanation 

Interface 1 Provides connection between ASi participant and actuators, sensors or other 
devices and elements. It is characterised by several ports which define the input, 
output or bidirectional input/output behaviour, the parameterisation behaviour of 
the ASi participant, and the timing of the signals. With ASi participants two 
variants of Interface 1 are available: the "simple participant" with general purpose 
I/Os and the "complex participant" with a serial interface and a set of device 
commands and responses. 

Interface 2 Provides all physical and logical definitions required for data exchange between 
the AS Master and participants. It comprises signalling of encoded information 
and the network management. 



 

 

Interface Explanation 

Interface 3 Provides all functions used by the Host (Controller) to access the ASi Master for 
sending and receiving data to and from participants, sending commands to a 
participant, to set or to get flags and values for several lists in the master. This 
interface allows the controller to manage the ASi Master's behaviour and thus the 
behaviour of the ASi system. Typical functions include "set something" in the 
master or "get some information" from the master. 

Note: This interface is conceptual in nature and its definition is outside of the scope 
of this document. The actual representation of the interface depends on the 
implementation. To a large extent, it depends on the features of the specific 
controller system. 

Interface 4 Provides all functions used by an ASi Service Device. It comprises signalling of 
encoded information and diagnostic services. 

 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) 
applies. 

IEC 62026-2, Low‑voltage switchgear and controlgear – Controller‑device interfaces (CDIs) – 
Part 2: Actuator sensor interface (AS‑Interface) 

IEC 61443-1-1:2009, Terminology, concepts and models 

IEC 62443-3-2:2020, Security Risk Assessment for system design 

IEC 62443-3-3:2019, System security requirements and security levels 

IEC 62443-4-1:2018, Secure product development lifecycle requirements 

IEC 62443-4-2:2019, Technical security requirements for IACS components 

 

3 Terms, definitions, symbols, abbreviated terms and conventions 

3.1 Common terms and definitions 

For the purposes of this document, the terms and definitions given in IEC 61131-1 and IEC 
61131-2, as well as the following apply. 

3.1.1  
Asset 
physical or logical object owned by the organization, typically the equipment under control 

3.1.2  
Attack 
a deliberate attempt to violate security policy of the system 

3.1.3  
Conduit 
logical grouping of communications assets that protects the security of the channels it contains 

3.1.4  
Data confidentiality 
Property that information is not made available or disclosed to any unauthorized system entity, 
including unauthorized individuals, entities or processes 

3.1.5  
IACS 
Industrial Automation and Control Systems 



 

 

3.1.6  
Outsider 
person or group not trusted with inside access 

3.1.7  
Penetration 
successful unauthorized access to a protected system resource 

3.1.8  
Security Zone 
grouping of logical or physical assets that share common security requirements 

3.1.9  
Sniffing 
capture and disclosure of message contents or use of traffic analysis to compromise the 
confidentiality of a communications system  

4 Security Analysis 

4.1 IACS Security Environment for AS-Interface 

AS-Interface is intended for operation in logically and physically secure zones defined by the 
customer (system integrators and asset owners). 

Based on the reference model for IEC 62443 standards provided in IEC 62443-1-1:2009 
(section 6.2.1) [2], ASi participants, including attached devices, are installed and operated at 
level 0 (Process Level). ASi Masters are capable to operate at Level 1 (Basic Control). This is 
illustrated in Figure 2. 

 

Figure 2 – IEC 62443 Reference Model 

At Level 0, ASi participants and ASi communication links are controlled and locally restricted. 
ASi participants, when proper installed and configured, are not directly accessible outside of 
the deployment security zone through any of the security conduits to the zone. 

Security of ASi participants and ASi communications rely on physically securing ASi 
communications link and physically limiting access to ASi participants and ASi line within the 
zone. 

During installation, access to the physical plant (ASi line and its connection) needs to be 
analysed.  If the ASi line or line connection to the device poses a security risk, the physical 



 

 

plant needs to be physically secured. The same approach should be applied to the installation 
of the ASi participants itself. 

Physical security of ASi participants and the ASi physical plant must be covered by security 
policies established by the customer and verified by performing the risk analysis of the IACS 
system, per IEC 62443-1-1:2009 section 5.8.4.5 [2].  

4.2 Threat Model 

Taking into account the system’s inherent capabilities and the intended operating environment, 
the following assumptions are made for the threat and risk analysis: 

 Availability and process integrity take precedence over confidentiality; 

 Security measures must not destabilize or negatively impact the operational process; 

 Long product lifecycles and limited update capabilities are typical. 

 

4.3 Protection targets 

According to the “foundational requirements” listed in IEC EN 62443-1-1 section 5.3 [2], ASi 
participants are restricted but not limited to the protection targets shown in Table 3. 

Table 3 – Protection Targets  

Protection target Impact / Risk Rationale 

Identification and authentication control 
(IAC) 

LOW / 
 not applicable 

Limited or no human interaction with ASi 
participants. 

Use control (UC) LOW /  
not applicable 

Due to the lack of user authentication, 
no authorization is carried out within the 
ASi protocol. 

System Integrity (SI) High  System integrity and Data Integrity are 
predefined primary protection goals. 

Data confidentiality (DC) LOW /  
not applicable 

Data confidentiality can be impacted if 
an outsider can gain physical access to 
the bus-line and physically attach very 
specialized equipment. Due to the skill 
set and equipment needed to achieve 
this, the security impact and risk are 
deemed to be low. 

Due to the absence of data protection 
features (encryption), no data 
confidentiality features are available 
within the ASi protocol. 

Restricted Data flow (RDF) LOW /  
not applicable 

Due to the protocol specific 
communication relationship, there are 
no security concerns. 

Timely response to events (TRE) LOW / 
not applicable 

Due to the protocol specific 
communication relationship, there are 
no security concerns 

Resource availability (RA) High 

 

Resource availability can be impacted 
by disrupting the physical connection or 
rendering the ASI participant unusable. 
Distortion on the line will affect all 
attached participants but are detected 
immediately 

 

 

4.4 Security capabilities of the AS-Interface protocol 

According to the intended use, the protocol specific restrictions, the primary protection targets 
are the availability and the integrity of the system itself and the sensor data.   



 

 

Based on the specific properties of the ASi protocol, ASi participants are classified as 
"embedded devices" according to IEC EN 62443-4-2 Annex A.2 [6]. 

Table 4 shows the requirements of the IEC EN 62443-4-2, which are fulfilled or partly fulfilled 
by the ASi protocol itself. The implementation in the devices cannot be considered here as it is 
manufacturer-specific. 

Table 4 – Fulfilment of IEC62442-4-2 requirements  

Requirement ID Requirement details Fulfillment 

CR 2.8 –  

Auditable events 

Components shall provide the capability to 
generate audit records relevant to security for the 
following categories: 

a) access control; 
b) request errors; 
c) control system events; 
d) backup and restore event; 
e) configuration changes; 
f) audit log events. 

Individual audit records shall include: 
a) timestamp; 
b) source (originating device, software process or 
human user account); 
c) category; 
d) type; 
e) event ID; 
f) event result. 

Partly fulfilled: 

AS-Interface provides the following 
information via the communication 
protocol: 

a) control system events; 
b) configuration changes. 

  

This information is not stored in the 
participant, but is forwarded to the 
master via the communication 
protocol. 

  

CR 3.1 – 
Communication 
integrity 

Components shall provide the capability to protect 
integrity of transmitted information. 

Fulfilled: 

ASi-3 uses parity bit and ASi-5 
uses CRC. AS-Interface uses 
special cables and connectors for 
protection. 

CR 3.5 –  

Input validation 

Components shall validate the syntax, length, and 
content of any input data that is used as an 
industrial process control input or input via 
external interfaces that directly impacts the action 
of the component. 

Partly fulfilled: 

Basic checks done by transceiver 
components. Only very few 
information to be checked. 

CR 5.1 –  

Support network 
segmentation 

Components shall support a segmented network to 
support zones and conduits, as needed, to support 
the broader network architecture based on logical 
segmentation and criticality. 

Fulfilled: 

Due to its physical layer, an ASi 
network is completely separated 
from other Ethernet networks and 
is therefore segmented. The ASi 
gateway forms the link to the 
Ethernet network. 

CR 7.3 –  

Control System 
Backup 

Components shall provide the capability to 
participate in system level backup operations in 
order to safeguard the component state (user- and 
system-level information). The backup process 
shall not affect the normal component operations. 

Fulfilled: 

The configuration is written from 
master to participant at startup. 
The master must implement the 
backup. 

CR 7.4 –  

Control system 
recovery and 
reconstitution 

Components shall provide the capability to be 
recovered and reconstituted to a known secure 
state after a disruption or failure. 

Fulfilled: 

See CR 7.3. 

CR 7.7 –  

Least Functionality 

Components shall provide the capability to 
specifically restrict the use of unnecessary 
functions, ports, protocols and/or services. 

Fulfilled: 

There are only services defined by 
specification, needed for 
AS-Interface communication. 

CR 7.8 –  

Control system 
component 
inventory 

Components shall provide the capability to support 
a control system component inventory according 
to IEC 62443-3-3 SR 7.8. 

Partly fulfilled: 

Devices deliver the following 
information: 

a) Address; 
b) Communication profile. 

 



 

 

 

4.5 Conclusion 

4.5.1 Limitations of the ASi protocol 

In general, current implementations of ASi protocol do not provide common security features 
that are typically present in network protocols, such as: 

 Device Authentication; 

 User Authorization; 

 Data Encryption. 

However, viewed from specific AS-Interface perspective and the given restrictions of the AS-
Interface bus line communication, the risk associated with the absence of these features is 
minimal to non-existent. 

4.5.2 Main threats in deployment of AS-Interface participants 

After extensive discussions, as threats that have been identified with deployment of AS-
Interface components are only related to: 

 AS-Interface participants availability; 

 Sniffing; 

 Data tampering. 

All the items in this list can only be achieved if physical security is breached, and direct physical 
access is obtained to either the cable carrying AS-Interface protocol or the actual AS-Interface 
participants. Sniffing and data tampering require highly specialized technical skills and access 
to specialized equipment, placing them beyond Security Level 2, as defined in IEC 62443-3-
3:2019 Annex A [4].  It is also highly likely that any attempt at sniffing and/or data tampering 
will impact AS-Interface device availability, which is readily detectable in the properly configured 
IACS. 

4.5.3 Recommendations for security 

Security recommendations for zoning and security audits (per 62443-2) must be followed to 
maintain the security posture of the deployed system. 

The following AS-Interface-specific recommendations must be considered:  

1) The ASi protocol does not provide encryption. If you come to the conclusion in your risk 
assessment that you need to protect the confidentiality of the ASi communication, then 
we recommend to restrict physical access to the ASi line and the ASi participants. 

2) The ASi protocol does not provide authenticity or integrity protection. If you come to the 
conclusion in your risk assessment that you need (higher) protection of the authenticity 
or integrity of the ASi communication, then we recommend to restrict physical access to 
the ASi line and to the ASi participants. 

3) The ASi protocol does not provide access control. If you come to the conclusion in your 
risk assessment that you need access control to prevent unauthorized users from 
interacting with the ASi Component, then we recommend that you implement/configure 
access control in the system by other means (e.g. physical access protection). 

4) We recommend to monitor the events the ASi participants reports to the ASi Master and 
to take appropriate actions, where necessary (e.g. replace a faulty ASi participant). 

5) In case of reported security issues of an ASi participant, please follow the manufacturer 
recommendations.  
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